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CRIM 460 
Surveillance & Privacy In Contemporary Society 
 
Introduction	  
From security legislation instituted after September 11, 2001 to increased sharing of information via 
social networking sites such as Facebook, contemporary understanding of privacy and security is 
changing, sometimes at an alarming rate -- as evidenced by the NSA leaks and reform in the past year 
alone. This course delves into the complicated relationship between surveillance, privacy and freedom in 
the security context. In doing so we’ll examine the current understanding of these evolving concepts as 
well as their historical underpinning and the tradeoffs society makes for security and whether these 
tradeoffs result in increased security. Along the way we will discuss philosophical perspectives, 
technological developments, and institutional changes that surround controversies about privacy and 
surveillance in contemporary society. We’ll also explore public and private institutions conducting 
surveillance, how they calculate and manage risk, and legal constraints on surveillance activities. 
 
Readings 

• Understanding Privacy by Daniel J. Solove, 2010, ISBN: 9674035070 
• Surveillance Studies by David Lyon, 2007, ISBN: 074563592X 

 
Grading 
 

• Participation & Attendance:  100 points (P/F) 
Attendance: I will take attendance in class. Regular attendance and meaningful participation will 
be necessary to do well in the course. You are allowed three un-penalized absences during the 
semester. It is up to you to decide what constitutes an acceptable reason to miss class, and you 
are responsible for making up missed work or catching up on notes.  You don’t need to let me 
know when or why you will be missing class. No absences beyond the three un-penalized 
absences will be excused. Each absence beyond your third absence lowers your final grade by a 
third of a letter grade.  This means that if at the end of the semester your grades average out to 
an A, on your fourth absence you will receive an A- for your final grade; on your fifth a B+, etc.  
 
Participation: Meaningful participation means regular and sustained participation in class 
discussions – not raising your hand during the last class of the semester. Your participation and 
attendance grade will be pass or fail so you will either receive the points or you will not. You are 
expected to complete all readings and assignments before coming to class.  Though I will 
certainly work with you to help clarify confusing points in the readings, we will not “go over” 
material in class in exhaustive detail. You will be expected to: 

o Complete readings before class; this includes highlighting/taking notes. 
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o Bring annotated copies of readings with you to class. 
o Have readings and note-taking tools with you in class. 
o Listen attentively when others are talking. 
o Contribute your insights to discussion frequently. 
o Create an atmosphere in which everyone feels comfortable contributing. 
o Maintain a distraction-free environment – for yourself and your classmates – by arriving to 

class on time and by avoiding Facebook, chatting, web browsing, texting, playing 
phone/computer games.  
 

• Midterm Quiz:    100 points 
This will be an online quiz (via Blackboard) based on all material covered in the class, including 
but not limited to class discussions, readings, and guest lectures.  
  

• Final Paper Bibliography:  50 points 
After deciding upon a final paper topic, find the sources you need to write your paper.  Your 
annotated bibliography should include a properly formatted works-cited/bibliography entry for 
each source.  You should also include a brief statement (100-200 words) about each source. 
Ideally, you would include a sentence describing the main point, argument, or topic of each 
source and an additional sentence or two explaining how you expect this source to contribute to 
your research.  
 

• Final Paper:    250 points 
The final paper for this course will be an 8-10 page conference paper. You may research and 
write about any topic related to privacy, security and/or surveillance that interests you.  This paper 
should include an argument, rather than simply summarizing texts. You might consider applying a 
course article or reading to a relevant news story, putting two course texts “in conversation,” 
attempting to answer a course discussion question through additional research or research a 
topic we didn’t address in class. We will make note of potential paper topics as the semester 
progresses and you should feel free to check in with me at any point in the semester to see if a 
paper idea is on the right track.  Additionally, you may want to reserve a page of your notebook to 
write down potential paper topics as you think of them. I encourage you to submit drafts to me 
during the draft submission period noted in the course schedule.  

 
Grading Scale 
A+ 97-100 | A 94-96 | A- 90-93  
B+ 87-89 | B 84-86 | B- 80-83 
C+ 77-79 | C 74-76 | C- 70-73 
D+ 67-69 | D 65-66 | F 0-64 
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Policy on Electronic Devices 
You are allowed to use electronic devices in this class to enhance your classroom experience. However, 
having a laptop out during class increases your responsibility for convincing me and your classmates 
that you’re actively engaged in the discussion. If you are using these technologies appropriately, you 
should spend far more time in class looking at your classmates than you do looking at the screen. If you 
think it might be difficult for you to resist the temptation to check your email, Facebook etc., in class, 
please keep these devices out of sight.  
 
Blackboard 
We’ll make regular use of GMU’s online Blackboard program.  If you’ve never used Blackboard before 
and need some assistance, there is a student resource guide available at 
http://tap.gmu.edu/bbstudentguide.pdf.  You can get personal assistance by calling 993-8870 or 
emailing courses@gmu.edu. 
 
Contacting the Professor 
I am available via email on the weekdays. Due to the large volume of emails I receive, prior to contacting 
me, always check the syllabus or other documents posted on Blackboard to see if your question has 
been answered therein. If you have a concern about a grade you received or would like to contest a 
grade, you must call me on my personal home phone line at 310.896.8419 to discuss or make an 
appointment to meet me in person.  I will not discuss grades over email. 
 
Course Policies 
Please be aware of GMU’s policy requiring instructors to submit final course grades within 2 days of the 
final exam, and prohibiting instructors from changing submitted grades for any reason other than a 
computational or recording error (see page 37 of the University Catalog).  This means that I cannot allow, 
nor is there any time, for you to do a last-minute paper or other extra work at the end of the semester to 
raise your grade. Another relevant GMU policy specifies that incompletes can only be given to students 
who are passing a course but cannot complete scheduled coursework for causes beyond reasonable 
control (see page 36 of the University Catalog).  Because incompletes are to be used when students 
cannot complete scheduled coursework, I cannot grant incompletes to allow you time to do extra work 
to raise your grade.   If some sort of personal or family crisis arises for you during the semester, and it 
provides a compelling reason that is beyond your control and prevents you from finishing scheduled 
coursework, I will be more than willing to work with you to take that into account, but you must let me 
know right away.  Your circumstances will be considered on a case-by-case basis.  Please note that 
according to GMU policy, “Although many students must work to meet living expenses, employment 
must not take priority over academic responsibilities.” (See page 33 of the University Catalog.)  Should 
you need accommodations due to a disability or another reason, please first consult or contact the 
Office of Disability Services or email me. For support and advice on writing, be sure to consult the 
Writing Center at GMU. 
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Course Schedule 
Please note that the course schedule is subject to change, at the instructor’s discretion.  Please check 
your GMU email account and Blackboard regularly for course updates. 
 

DATE ASSIGNMENT 

August 27 Course introduction, review of syllabus and 
class policies. 
Read:  

• Syllabus 

September 3 Defining privacy 
Read: 

• Olmstead v. United States 
• Katz v. United States 
• Solove, ch. 1 

September 10 Defining surveillance; trust 
Read: 

• Florida v. Riley	  
• Verge: NSA Reform	  
• Lyon, ch. 1 

September 17 NO CLASS – But continue reading. 
Theories of privacy;  
Read: 

• “The Right to Privacy” 
• Solove, ch. 2 

September 24 Laws of privacy (intrusion of sec) 
Read: 

• Lyon, ch. 3 
• The Price of the Panopticon 

October 1 Understanding privacy 
Read: 

• Solove, ch. 3 
• United States v. Reynolds 
• Frontline: United States of Secrets,   

Part One 

October 8 Understanding privacy 
Read: 

• Solove, ch. 3 
• Lyon, ch. 4 
• Frontline: United States of Secrets,  
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Part Two 

October 15 Mechanisms of surveillance 
MIDTERM QUIZ 
Read:	  

• Lyon, ch. 5 and 6 

October 22 Value of privacy 
Read: 

• Solove, ch. 4 

October 29 Surveillance and popular culture 
Read: 

• Lyon, ch. 7 
• Guest Speaker: TBA 

November 5 Violations of privacy 
Read: 

• Solove ch. 5 
• The Legal Rationale for Surveillance 

November 12 Challenges with surveillance 
DUE: Annotated Bibliography	  
Read: 

• Lyon, ch. 8 and 9 
• Guest Speaker: Erroll Southers 

November 19 Paradigms in privacy 	  
DUE: (Optional) Submit draft paper for review	  
Read: 

• Solove ch. 6 

November 26 NO CLASS, NO READING – Happy 
Thanksgiving! 

December 3 

Implementing trust in the real world 
Last day of class	  
DUE: Final Paper	  
Read: 

• No reading 
	  
	  
 


